
 

Digital Policy 
 

Introduction 
 

This policy includes several elements: Imagery Use; Speaker Policy and 
Agreement; Data Protection, and IT Use. Pembrokeshire People First (PPF) 
acknowledges the impact that digital resources can have on the lives of disabled 
people - they can enable communication in its widest sense, and develop social 
interaction.  

 

A. Imagery Use 

 

Applicability 

This policy applies to all trustees, other volunteers, staff and member employees, 
contractors, and third-party representatives of the charity and applies to all 
re-coded visual imagery, including but not limited to wet film, digital images and 
video.  

Purpose 

This policy outlines the guidelines for the use of images by Pembrokeshire People 
First (PPF) to ensure ethical and legal compliance, respect for individuals’ rights, 



and the protection of the charity’s interests. The use of imagery should be a fit 
with, promote our ‘brand’ guidelines and tone of voice, so that it reinforces and 
amplifies the charity’s values and aims.  

Oversight 

Jonathan Evans is the member of staff with responsibility for all aspects of ICT. He 
provides an oversight of imagery to ensure that the following guidelines are 
followed, understood by those using it, and imagery is removed from use and 
deleted in line with these guidelines. 

Consent 

Consent should be obtained when necessary, and encompass being informed, 
compliant and ethical. These issues are explained in the Appendix below.   

Intellectual Property Rights 

• Any imagery taken on behalf of the charity by staff or volunteers remains 
the property of the charity.  

• Volunteers and staff must transfer all rights to the charity upon submission of 
the images. 

• Proper permissions, such as copyright, must be obtained before using 
third-party images. 

• Copyright laws should be respected and given appropriate credit when 
required. 

Manipulation of Imagery 

Imagery may be edited, cropped or enhanced to improve the quality or ability to 
see the imagery.  However, it must not be manipulated to the extent that the 
context or meaning are changed, and it may not be used for memes.  

  



Online Meetings 

When an online meeting, event or other activity is to be recorded, those 
attending are to be made aware of this and invited to switch off their cameras 
before recording begins. 

 

Storage 
All imagery should be annotated so that any consent, location and date of an 
image would not be lost. The Alt Text should be completed, using lower case 
words connected with hyphens. Any hard copy should be stored under lock and 
key, and behind a password if digital. 

  

Retention 

Under GDPR, personal data, including images, should not be kept longer than 
necessary for the purposes for which it was collected. A common practice is to 
retain personal data for up to six years. The consent form must include the period 
of retention. The following are vitally important:  

• Imagery for which consent has been withdrawn must be destroyed 
immediately.  

• In the event an individual in a publicly displayed image dies, or is 
investigated, charged or found guilty of a serious crime or has behaved or 
expressed views incompatible with PPf’s role and values, imagery may be 
taken down either temporarily or permanently, or destroyed. This will be 
considered when there is a reasonable likelihood that not doing so may 
upset an individual’s family, or potentially damage the charity’s reputation.      

• In general, where an image is of a short-term campaign or project, the 
images should be retained for 1 to 3 years after the project ends.   

• However, where an image may ultimately become of historical value, it 
may be retained  
for longer or even indefinitely. 
 

  



Ethics 

Imagery should portray individuals in the way that they would wish to be 
portrayed. It also must be accurate so that viewers will not be misled, or take it out 
of context, either about those in the image or the role of the charity in the context 
of the image. Imagery should never appear to promote a political party or 
politician, or anything illegal, or which might reasonably offend or harm trustees, 
staff, members and their families. 

Use of CCTV and AI 
 

Additional information on the use of AI and of CCTV is located at Appendices A 
and B below.  
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Regulatory Guidance 
 
ICO: Consent. 
ICO: Installing CCTV? Things you need to do first. 
Gov.UK: Attributing images.  This is guidance for Government but is quite useful.  
Gov.UK: Data protection and CCTV.  
 
 

Resources 
 
NSPCC: Creating a photo and video policy statement. 
 
 
Appendix A – AI 
Sharing Imagery.  Imagery should not be shared with AI systems.   

Transparency.    AI is not to be used to manipulate or change the meaning or 
context of any photo of reality, or to change the image of a real person.  

If AI generated, stock or digitally enhanced imagery is used, particularly where 
the subject may be emotive or challenging, this will not mislead. For example, the 
policy on its use must be publicly available and use watermarks, alt text and/or 
footnotes and/or explain this in content text. This should not happen where its 
context and/or content is unlikely to mislead or cause harm.  

Accuracy.      Anything portrayed in an AI image, such as medical equipment 
or cultural dress, will be accurate, to ensure it does not cause offence.   

Social Media.   AI deep fakes can be difficult to identify but anyone using PPF’s 
social media will be made aware of the risk. PPF trustees, staff or member 
employees will not like, share or support in the comments any imagery or content 
that is suspected to be fake.    

 
Appendix B – Use of CCTV 
If CCTV is ever used in the future, all details will be registered with the Information 
Commissioner’s Office (ICO). Also, PPF will endeavour to: 

• Tell people they may be recorded, usually by displaying signs, which will be 
clearly visible and readable. 



• Control who can see the recordings. 
• Ensure the system is only used for the purpose for which it was intended. For 

example, if it is set up to detect crime, staff would not be monitored to check 
on workload and/or capacity.  

Anyone who asks to see recorded images, will be provided with the footage free 
of charge within 1 calendar month of receiving a request in writing. 

Appendix C - Consent 
 
Informed 
 
In seeking consent, we will ensure that the individual understands:  

• Why they are needed to be filmed/photographed/interviewed (e.g. for 
fundraising/ communications/ campaigning purposes etc).  

• What the resulting communications would be used for (e.g. 
advert/newsletter/publication etc).  

• How and where it will be communicated (through what channels/mediums 
and to whom). 

 

In addition, GDPR also requires that they should be informed about:  

• How long their image and other personal information will be retained.  
• That they have a right to withdraw consent for further use at any time.  
• How they can withdraw their consent.  

Groups and Crowds 
 

If an individual is recognisable in a crowd shot, whether consent is required or not 
depends on whether the context of that crowd reveals information about them 
which is considered personal. Consent is not required from identifiable individuals 
in the background of an ordinary street or other scene, if this does not reveal any 
personal information. However, the case for an individual outside an HIV testing 
centre, or at a political rally may well be different.   

 



Competence 
 
Where an individual may not be competent to give consent or under 13 years old, 
the consent of their parent or guardian must be obtained.  
 
Not Coercive 
 
Consent must be sought in a manner where the individual understands what they 
are consenting to, feels no obligation to give consent, and understands that they 
may refuse if they wish to, without offering any explanation or justification. For 
example, a member might feel obligated to help the charity by agreeing to, for 
example, being filmed.  
 
Active opt-in 
 

Consent must be an unambiguous indication, which means that it must be either 
a statement or an affirmative action. Consent must be more than 
just confirmation that the person has read terms and conditions – there must be a 
clear signal that they agree. Clear affirmative action means someone must take 
deliberate action to opt in. This could be through ticking the opt-in box in the 
consent to use imagery, signing it or making a record of their oral agreement on 
the consent form.  

 

 

 

 

 

 

 

  



B. Data Protection 

 

Introduction and Scope 
 

This policy outlines Pembrokeshire People First's commitment to data protection 
and compliance with the UK Data Protection Act. The purpose of this policy is to 
ensure that all personal data held by the charity is processed lawfully, fairly, and 
transparently, and that the rights of all data subjects are protected. This policy 
applies to all individuals working on behalf of Pembrokeshire People First (PPF), 
including trustees, staff, member employees, members and volunteers. 

 

Data Protection Lead 
 

PPF has a Data Protection Lead, Jonathon Evans, who is responsible for 
overseeing data protection and leading on any incident investigation and 
reporting. Jon will also ensure that all staff, members and volunteers are provided 
with any induction or other training and made aware of their data protection 
responsibilities. 

 

Data Protection 
 

Data protection is the practice of safeguarding personal information by applying 
data protection principles and complying with the Data Protection Act. The Data 
Protection Act is a UK law that regulates the processing of personal data. The UK 
Information Commissioner's Office (ICO) provides guidelines on data protection 
that PPF follows. 

 

Generic Information 

 

UK GDPR: The UK General Data Protection Regulation, which outlines the rules for 
processing personal data in the UK. 



Data Processor: An individual or organisation that processes personal data on 
behalf of a data controller. 

Data Controller: An individual or organisation that determines how and why 
personal data is processed. 

Data Subject: An individual whose personal data is being processed. 

Processing: Any operation performed on personal data, including collection, 
storage, use, and disclosure. 

Personal Data: Any information that can identify a living individual, such as name, 
address, or email address. 

Sensitive Personal Data: Personal data that requires extra protection, such as 
health information or ethnic origin. 

Direct Marketing: Any communication aimed at promoting a product or service 
directly to an individual. 

PECR: The Privacy and Electronic Communications Regulations, which govern 
electronic direct marketing. 

Valid Consent: Consent given freely, specifically, and informed, and can be 
withdrawn at any time. 

Legitimate Business Purpose: A lawful reason for processing personal data that is 
necessary for the legitimate interests of the data controller or a third party. 

 

Data protection principles  

In PPF, data is: 

• Processed lawfully, fairly and in a transparent manner.   
o There are several grounds on which data may be collected, 

including consent. 
o PPF’s collection of data is legitimate and consent has been obtained 

to hold an individual’s data, where appropriate.  
o The rationale behind the collection of data is open and transparent  
o Individuals have a right to access their data.   

• Collected for specified, explicit and legitimate purposes and not used for any 
other purpose.   

o The collection of date and the purpose for which it will be used is 
clear and unambiguous. 

o Data is collected only when needed.  



o When data is collected for a specific purpose, it may not be used for 
any other purpose, without the consent of any individual included in 
the research.    

• Adequate, relevant and limited to what is necessary.   
o Data is compiled to get the job done. 
o And none that isn’t needed.  

• Accurate and, where necessary, kept up to date.   
o Data collected is accurate and there are processes and/or checks in 

place to ensure that data is kept kept up-to-date, such as member, 
staff or volunteer records.   

o Any mistakes are corrected promptly.    
• Data is kept for no longer than is necessary - what data needs to be retained, 

for how long and why.  
o Data is only held for as long as needed.  
o This includes both hard copy and electronic data. 
o Some data must be kept for specific periods of time (e.g. finance, 

H&S appraisals). 
o PPF’s review process ensures that data no longer needed is 

destroyed.   
• Data is processed to ensure appropriate security, not only to protect against 

unlawful use, but also against loss or damage.  
o Data is held securely, so that it can only be accessed by those who 

need to do so.  For example, paper documents are locked away; 
access to online folders in shared drives is restricted to those who 
need it; IT systems are password protected; and all sensitive 
documents that may be shared (e.g. payroll data) are password 
protected. 

o Data is kept safe. PPF’s IT systems have adequateand up-to-date 
anti-virus and firewall protection. Staff understand what they must 
and must not do to safeguard against cyber-attack, and that 
passwords must be strong and not written down or shared.    

o Data is recoverable. We have adequate data back-up and disaster 
recovery processes.  

Individual Rights 

PPF recognises that individuals’ rights include: 

 the right to be informed, of access, to rectification, erasure, restrict processing, 
data portability and to object when necessary. 



 

Use of Imagery/Video 

All imagery is protected by copyright and cannot be used without the consent of 
the owner, usually the person who took the image. Consent might also be 
required from the people in images of individuals and small groups, which may 
well fall within the Data Protection Act. If there is any ambiguity, always err on the 
side of caution and obtain consent wherever this is reasonably possible. Particular 
care is to be taken when using images of any vulnerable people.   

Questions to consider when using imagery: 

• For what purpose was the original image taken? If it was for one purpose, such 
as personal use, it cannot be used for another without the consent of the 
individual/s concerned. 

• Has the image sensitive personal data? If so, the individual's consentis required. 
• For small groups and individuals, has an image consent form been used? 
• When using images of people with a disability, is there valid consent?  
• When using images of any vulnerable adults, ask the question - will the use of 

the image place them at risk; especially if used publicly, such as in social 
media or on the website?   

• When photographing large groups, have the individuals been given a chance 
to opt out of the photograph? 

• Has the person/people in the image been told how the image will be used? 
• Will the image be used according to how the person/people were told it 

would be used? 

Data Breach 

A breach is more than only losing personal data. It is a breach of security leading 
to the accidental or unlawful destruction, alteration, and/or unauthorised 
disclosure of, or access to, personal data.   

Any loss or breach will be investigated, to identify if any action needs to be taken. 
This might include changes in procedures, when this will help to prevent a 
re-occurrence or disciplinary or other action, in the event of negligence.  

The ICO will be notified within 72 hours of a breach if it is likely to result in a risk to 
the rights and freedoms of individuals. If not addressed, such a breach is likely to 
have a significant and possibly detrimental effect on individuals. For example: 

• Resulting in discrimination. 
• Damage of reputation. 



• Financial loss. 
• A loss of confidentiality or any other significant economic or social 

disadvantage. 

  

People Who Have Disabilities/Vulnerable Groups 

Some people may be unable to give consent, and this must be obtained from the 
person who is able to make decisions on their behalf, such as a parent with a 
Lasting Power of Attorney. Any decisions made on their behalf, must always be in 
their best interests.  

As some of the members at PPF can be considered at risk, PPF has a supportive 
structure and all staff have a qualification in Safeguarding.  

Fundraising 

All fundraising activities complies with the Data Protection Act and ICO guidelines 
and also the Fundraising Regulator guidelines including, if applicable, direct 
marketing and PECR. The privacy and contact preferences of any donors will be 
respected. Any request to cease contact or a complaint will be acted upon 
promptly. 

 

Artificial Intelligence 
PPF has adopted and complies with the Charity AI Ethics & Governance 
Framework and ICO AI guidance. 

 

Data Retention 

This happens when there is an administrative need to do so in order to enable our 
charity to carry out its business, to support functions, to demonstrate compliance 
for audit purposes and/or to meet legislative requirements. 

In general, financial records are kept for 6 years after the end of an accounting 
year. Personal records are kept no longer than necessary.  Otherrecords may be 
required to be retained for longer. Factors affecting retention periods include 
legal requirements, storage costs, historical value, industry standards, and archival 
needs. 
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C. Speaker Policy 

 
Applicability 

This policy applies to all those associated with Pembrokeshire People First (PPF), 
including trustees, staff, members, carers and visitors.   

Speakers 

PPF’s Approach. It is recognised that there are many diverse, genuinely and 
strongly held views within the charity sector catering for the needs of disabled 
people and it is the right of individuals to hold these, where such views may legally 
be held. However, we will ensure that we act at all times in the best interest of PPF 
and that any decision to invite a particular speaker, including all other legal 
considerations, must also be within PPF’s charitable objects and for the public 
benefit. 

Free Speech.  Provided speech is legal, the right to speak freely includes saying 
things which may offend, shock or disturb others and the risks of inviting speakers 
to participate are understood.  A measured and proportionate risk-based 
approach will be maintained. 

Speakers.  In particular, speakers: 

• Must have the necessary skills, experience and/or stature for the subject 
material they will be speaking on. 



• May talk about contentious issues but always in a way that is designed to 
engage and inform the audience and never to inflame, alienate or mislead 
them. 

• May express an opinion but never claim it to be a fact. 
• Any facts will be adequately underpinned with evidence to be reasonably 

seen as demonstrably true. 

Politics.  Additionally, PPF will not endorse any political party or be seen to 
campaign for a change in the law unconnected to our object(s), by hosting a 
particular speaker. 

No Platform. In the very unlikely event, we might potentially consider refusing a 
speaker, this may be considered where: 

• The aims of an organisation or individual's activities conflict with our charity's 
purposes (objects). 

• There is risk of public disorder. 

• There is a risk of alienating the charity's members or supporters.  

Any 'no platform' decision would have be purposes-led and a speaker would only 
be refused if it was detrimental to the charity. 

Checklist 

We will take all reasonable steps to ensure that hosting a speaker: 

• Is in the best interests of PPF, within our objects and meets the public benefit 
test.  

• Would not reasonably be seen to be creating a barrier to free speech and the 
expression of legal but unpopular opinions. 

• Is subject to appropriate due diligence checks to ensure PPF is not being used 
to provide an (apparently reputable) outlet for unlawful views. 

• Would indicate that the process for selecting speakers is rigorous but not so 
onerous that it is a barrier to hosting events. 

• Is subject to adequate risk assessment and the risks and the effect of hosting 
(or prohibiting) an event may have on our people, beneficiaries and/or 
reputation, including managing responsibilities and risks in relation to the 
Equality Act 2010, the 'Prevent' duty and defamation laws. 

• Will be effectively managed with a procedure in place for dealing with 
incidents in case any should any arise. 



• Includes providing speakers with clear pre-event guidance that sets clear 
boundaries, which will also be included in any venue rental or hire conditions.  

 

Decision Making 
Where any doubt exists about the suitability of a speaker, the subject matter or 
the proposed content is perceived to be contentious, Board prior approval is 
required. The details, points considered, and decision(s) will be recorded in the 
minutes. 

 

Approval and Review 

 
Version 

No 
Approved 

By 
Approval 

Date Main Changes Review 
Period 

1.0 Board 
June 
2025 

Initial draft approved Annually 

2.0 Board 
June 
2026 

  

     

Regulatory Guidance 



• Charity Commission E&W. 

 The essential trustee: what you need to know, what you need to do (CC3) 

 Know your donor key questions. 

 Know you donor – checklist. 

 Designated persons list. 

 Political activity and campaigning by charities. 

 Protecting charities from abuse for extremist purposes. 

• EHRC  
o Protected characteristics. 
o Response to Office for Students - Proposed regulatory advice and other 

matters relating to freedom of speech (24 May 2024). 

  



Annex A – Speaker Agreement 
I will employ my best endeavours to ensure that: 

• To the best of my ability, I will: 
o Be sensitive to and meet the needs and wishes of the audience. 
o Advance the charity’s work. 
o Not do or say anything that might damage PPF’s reputation or offend 

its members or others.  
• I will disclose prior to my speaking anything that the charity might 

reasonably wish to be aware of that might damage its reputation or prove 
to be contentious, including (but not limited to) criminal convictions and 
any contentious or political views I hold or have expressed. 

• I will not use my speaking as an opportunity to promote a company or other 
commercial activity.   

• I will ensure: 
o Nothing included breaches UK law or regulatory guidance, including 

but not limited to that published by the charity regulator, OFCOM, 
the EHRC, ICO and ASA and. 

o My material has any necessary copyright or other IP approval to 
allow it to be used.  

• I will not: 
o Include anything for which I do not have the necessary skills, 

experience and/or stature for the subject material I will be speaking 
on. 

o Include anything that may reasonably be perceived to be either 
hate speech or in conflict with the charity’s charitable work or values. 

o Endorse any political party or be seen to campaign for a change in 
the law unconnected to the charity’s work. 

• I will present material in a way that is designed to engage and inform the 
audience and never to inflame, alienate or mislead them. 

• If my material might contain or cover an issue that some people may find 
contentious or offensive, I will give the charity prior notice and all necessary 
details and will not include anything for which the charity does not give its 
consent.  

• I will only include potentially contentious issues/material: 
o Where its inclusion is essential for my presentation. 
o I will make every effort to minimise the risks both of causing offence 

and the degree of offence that might potentially be caused. 
• What I say is accurate, balanced, objective and free from bias: 



o Whilst I may express an opinion it will be clear it is my opinion, and I 
will never claim it to be a fact. 

o Any facts will be adequately underpinned with evidence to be 
reasonably seen as demonstrably true. 

• The charity is not liable or in any way responsible for any legal or regulatory 
action arising from a breach of this agreement on my part and I will be 
responsible for all legal and other costs associated with such a breach.  

Annex B – Free Speech Versus Hate Speech 
Free Speech. We understand that freedom of expression includes the right to: 

• Hold opinions. 
• Receive and impart information and ideas. 
• Express views (even if they offend, shock, or disturb others). 

However, this right is not absolute. It can be legally restricted to protect issues such 
as public safety, the prevention of disorder or crime, and the protection of health 
or morals, or of the reputation or rights of others.   

Hate Speech 

Our understanding is that hate speech is criminalised through a range of 
legislation that prohibits speech inciting hatred based on certain protected 
characteristics.  We define hate speech as speech, conduct, writing, or 
expression that is threatening, abusive, or insulting, and intended (or likely) to stir 
up hatred against a group based on their age, disability, marriage/civil 
partnership, pregnancy/maternity, race, religion/belief, sex, gender reassignment 
or sexual orientation. 

 


